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Secure Multi-Party Computation (MPC)

Party P; Party P,

XOR/linear operation: cheap
AND /multiplication: costly

® x,y private inputs of Py, P

® [] secret share



Applications
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Previous Works

Primitive Circuit MPC protocol
NIST LWC
[Mandal and Gong, 2020] L Boolean Circuit  HalfGates
round 2 primitives
[Damgérd and Keller, FC'10]
[Damgard et al., SCN'12] AES GF(28) SPDZ-style
[Durak and Guajardo, FC'21]
[Damgard and Zakarias, Africacrypt'16] AES GIF(28)80 dedicated
SPDZ-styl
[this work] SKINNY, PHOTON  GF(2*),GF(28) i

(MASCOT)




Structure of SPN Primitives

State )_(, round key RK

cell
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X 0123456789abcdef
S(x) c6901a2b385d4e7f

Image from SKINNY [BJK™16]
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Arithmetic Circuits for SKINNY



Baseline: Emulation of Boolean Representation

Cell: ([o], [b1], [b2], [b3])
S-box: 4 AND
ART /MixColumns: linear

Input ([bo], [b1], [£2], [b3]):

[65] <=[bs] @ (=[b2] A —=[n])
[63] «[bo] @ (=[bs] A —[b2])
[b1] «[b2] & (=[b1] A —[B5])
[bo] «[b1] & (=[B5] A —[2])

Output ([bo], [61], [62], [53])

Cost
SKINNY-64-128: 2304 multiplications in 72 rounds




Arithmetic Circuits [this work]

® Group bits of each cell into an element in GF(2%)

® All operations except S-box are linear

Cell: [by + b1 X + b X2 + b3X3] in GF(2%) Input [2]:
S-box: 2 multiplications, 8 random bits
ART /MixColumns: linear [S(2)] < po(21) - qo(l2]) + Pa([2])

Output [S(2)]

Cost
SKINNY-64-128: 1152 multiplications, 4608 random bits in 144 rounds



S-box via Decomposition

Polynomial decomposition from [Coron,Roy and Vivek, CHES'14]
® Interpolating polynomial

P(z) = Oxc + 0x8 z + 0x3 72 4+ 0xd z% + Oxf z* + 0x4 z° + 0x8 28 + 0x6 z’
+ 0x1 28 + 0x9 2% + 0x8 2! + Oxe z'% 4 Oxc z*3 + Oxb z!*

random coefficients
® Decompose into P(z) = po(z)qo(z) + p1(z) where p/q only contain certain monomials

solve for P

5 2, 4, 8 223 not possible

i i
{2,2%,23,2%,2%,28, 2% 212} (powers of form 222, z32')



S-box via Decomposition (cont.)

Compute monomial powers using free squaring

® Bit-decomposition [z] = [by + b1 X + boX? + b3 X3] — ([bo], [b1], [b2], [b3])

® Free squaring

10 1 1) ([h] 5]
0 0 01 AN AR .
01 0 1 [[bl]] - [55] _[[22]] (repeatforz,zg)
0 0 1 1/ \[bs] [64]

e Compute [z3] < [z] - [2%] and repeat free squaring for 25, 212, 29



Three-party MPC evaluation of SKINNY-64-128 using MASCOT in LAN setting.
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see full paper!

~ 49% less data

~ 18% faster
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Conclusion

® Polynomial decomposition improves 4-bit S-box evaluation in MPC
® No improvement for 8-bit S-boxes

® |Implementation of

® SKINNY-64-128 =~ 49% less data, ~ 18% faster
® SKINNY-128-256 no improvement

® PHOTON Pigo ~ 49% less data, ~ 27% faster
® PHOTON Pase ~ 81% less data, ~ 74% faster

® Results apply to Midori, TWINE, LED, KLEIN, QAMRA, KNOT, ...

Code & Data
Full version: ia.cr/2023/1426 github.com/ErikP0/arithmetic-circuits-for-
spn-primitives
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https://ia.cr/2023/1426
https://github.com/ErikP0/arithmetic-circuits-for-spn-primitives
https://github.com/ErikP0/arithmetic-circuits-for-spn-primitives
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